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Introduction 

The Taxonomy of Biometric Sensing: From Surface Wearables to Ingestible Platforms 

The contemporary sensor landscape is 

defined by an increasing diversity of form 

factors, each tailored to specific clinical 

requirements and patient demographics. 

Wearable sensors, which represent the most 

pervasive category, utilize non-invasive 

modalities to track vital signs and mobility 

patterns. Photoplethysmography (PPG) has 

become a cornerstone of wearable 

technology, utilizing light-based detection to 

monitor peripheral oxygen saturation (SpO2) 

and heart rate variability (HRV).2 These 

sensors are often integrated with Inertial 

Measurement Units (IMUs), which comprise 
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Abstract 

 
The global healthcare infrastructure is currently undergoing a transformative redirection, transitioning 

from a reactive, episodic model of care toward a proactive, continuous, and data-driven paradigm. This 

evolution is necessitated by the burgeoning epidemiological burden of chronic conditions—specifically 

diabetes mellitus, congestive heart failure, and chronic obstructive pulmonary disease (COPD)—which 

historically have been managed through infrequent clinical consultations and retrospective patient self-

reporting.1 Such traditional methodologies often fail to capture the transient physiological fluctuations 

that herald acute exacerbations, leading to suboptimal therapeutic adjustments and increased hospital 

readmission rates. The emergence of sensor-based monitoring, underpinned by the Internet of Medical 

Things (IoMT), provides a resolution to these information gaps by enabling the real-time acquisition and 

analysis of high-fidelity physiological data.1 
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accelerometers, gyroscopes, and 

magnetometers to provide high- 

resolution data on gait, balance, and physical 

activity.4 

In contrast, implantable and ingestible 

sensors offer a more direct interface with the 

internal biological environment. Implantable 

hemodynamic monitors, such as those placed 

in the pulmonary artery, allow for the 

detection of intracardiac pressure changes 

long before clinical symptoms of fluid 

overload manifest in heart failure patients.5 

Furthermore, the advent of ingestible 

electronic capsules—"smart pills"—has 

introduced a novel diagnostic frontier. These 

devices can monitor gastrointestinal pH, 

temperature, and pressure, while also serving 

as a definitive mechanism for tracking 

pharmacological adherence.7 

Classification of Sensing Modalities and Clinical Applications 

 

Sensor Modality Physiological Metric Principal Clinical 

Application 

Photoplethysmography 

(PPG) 

Heart Rate, SpO2, Pulse 

Wave Analysis 

Arrhythmia detection, sleep 

apnea, vascular age 2 

Inertial Measurement Units 

(IMU) 

Gait speed, postural sway, 

limb acceleration 

Parkinson’s progression, fall 

risk, post-surgical rehab 4 

Bio-potential Meters 

(ECG/EEG) 

Cardiac/Neural electrical 

activity 

Atrial fibrillation, seizure 

prediction, mental health 2 

Continuous Glucose 

Monitors (CGM) 

Interstitial glucose levels 
Diabetes mellitus (Type 1 

and Type 2) 10 

Ingestible Biosensors pH, GI motility, core 

temperature 

Crohn's disease, GERD, 

drug adherence 7 

Hemodynamic Sensors Intracardiac/Pulmonary 

artery pressure 

Advanced heart failure 

management 5 

The integration of these disparate modalities into unified monitoring platforms allows for 
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multi-parametric analysis. For example, the 

simultaneous tracking of heart rate (via PPG) 

and physical activity (via IMU) enables 

algorithms to distinguish between 

physiological tachycardia during exercise 

and pathological arrhythmias occurring at 

rest.2 This context-aware sensing is 

fundamental to reducing false alarm rates and 

improving the specificity of clinical alerts. 

Architectural Foundations: The Internet 

of Medical Things (IoMT) 

The efficacy of sensor-based monitoring is 

contingent upon a sophisticated multi-

layered architecture that facilitates the secure 

transmission and analysis of data. This IoMT 

framework is typically conceptualized across 

four functional layers: the perception layer, 

the network layer, the middleware layer, and 

the application layer.13 

Perception and Edge Computing 

The perception layer encompasses the 

physical sensors and the initial data 

processing units. A critical development in 

this space is the shift toward edge computing, 

where preliminary data filtering and feature 

extraction occur on the device or a local 

gateway, such as a smartphone.13 By 

processing raw signals at the source, edge 

computing reduces the latency of critical 

alerts and minimizes the bandwidth required 

for cloud transmission. This is particularly 

vital for life-critical applications, such as 

real-time seizure detection or cardiac arrest 

notification.2 

Communication Protocols and 

Connectivity 

The network layer provides the connectivity 

infrastructure, utilizing various wireless 

protocols tailored to the requirements of the 

monitoring environment. The choice of 

protocol involves a trade-off between power 

consumption, data throughput, and range. 

 

Protocol Standard Range Data 

Throughput 

Optimization 

Goal 

Bluetooth Low 

Energy (BLE) 

IEEE 802.15.1 10–100m 2.1 Mbps 
Low power for 

personal area 

wearables 16 

ZigBee IEEE 802.15.4 10–100m 250 Kbps 
Mesh 

networking for 

smart home 

healthcare 16 

LoRaWAN Proprietary 2–15km 0.3–50 Kbps 
Wide-area 

coverage for 

rural 

monitoring 16 
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Wi-Fi IEEE 802.11 ~100m 6.75 Gbps 
High-speed 

data for clinical 

imaging 16 

In the home setting, BLE is the dominant 

protocol for connecting wearables to mobile 

gateways, whereas LoRaWAN is gaining 

traction for community-level monitoring of 

the elderly, where long-range connectivity is 

required without the need for high-bandwidth 

data transmission.15 

Clinical Synthesis: Cardiology and the 

Management of Heart Failure 

Heart failure (HF) represents one of the most 

successful applications of Remote Patient 

Monitoring (RPM). The progressive nature 

of the disease, marked by episodes of acute 

decompensation, makes it ideal for 

continuous hemodynamic and vital sign 

monitoring. Recent meta-analyses and large-

scale clinical trials have provided firm 

evidence that RPM can significantly alter the 

trajectory of the disease. 

Mortality and Hospitalization Statistics 

A definitive 2026 systematic review and trial 

sequential analysis (TSA) of 63 randomized 

controlled trials (RCTs) involving 

approximately 22,000 participants concluded 

that RPM significantly reduces all-cause 

mortality.17 The reported Relative Risk (RR) 

for all-cause mortality was  (  CI: 

; ), representing 

an  reduction in the risk of death 

compared to usual care.17 For heart failure-

related hospitalizations, the effect was even 

more pronounced, with a RR of  (

 CI: ; ), 

signifying a  reduction.6 

The magnitude of these benefits is influenced 

by the sensing modality. Implantable 

hemodynamic monitors (e.g., pulmonary 

artery pressure sensors) demonstrated larger 

effects on hospitalization reduction (RR 

) compared to non-invasive 

telemonitoring modalities like mobile apps 

and smart scales (RR ).6 However, both 

categories showed statistically significant 

improvements, establishing RPM as a 

versatile tool across various stages of heart 

failure severity. 

Institutional Implementation: The UMass 

Memorial Case Study 

Real-world implementation data further 

underscores these findings. UMass Memorial 

Health-Harrington Hospital utilized an AI-

powered platform integrated with internet-

connected scales and blood pressure cuffs to 

monitor post-discharge patients.5 This 

initiative resulted in a  reduction in 30-

day readmissions for congestive heart failure. 

The success of the program was attributed to 

the combination of real-time data and human 

care teams, which allowed for immediate 

medication adjustments and patient 

education at the first sign of fluid retention.5 

Clinical Synthesis: Metabolic Health and 

the Diabetes Revolution 

http://www.thebioscan.com/
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Diabetes mellitus management has been 

fundamentally redefined by Continuous 

Glucose Monitoring (CGM) and automated 

insulin delivery systems. The transition from 

intermittent fingerstick testing—which 

provides only a snapshot of blood glucose—

to continuous sensing has allowed for a much 

deeper understanding of glycemic variability 

and the impact of lifestyle factors.10 

Glycemic Control and HbA1c Reduction 

Clinical trials consistently demonstrate the 

efficacy of CGM in reducing Hemoglobin 

A1c (HbA1c) levels. In a 2024 study of 

Indian diabetes patients, CGM usage was 

associated with an average HbA1c decrease 

of  across the cohort.20 Furthermore, 

a meta-analysis focusing on Type 2 Diabetes 

(T2DM) reported a mean difference in 

HbA1c reduction of  (  CI: 

 to ) when compared to standard 

self-monitoring.11 In Type 1 Diabetes (T1D), 

the benefits were even more significant for 

those with high baseline levels; patients 

starting with an HbA1c above  

experienced a  reduction.21 

The Evolution of Clinical Metrics: Time-

in-Range (TIR) 

Sensors have shifted the clinical focus toward 

Time-in-Range (TIR), which measures the 

percentage of time glucose levels stay within 

the target window of 70–180 mg/dL. TIR has 

a stronger correlation with the risk of 

microvascular complications than HbA1c 

alone.10 Studies have shown that CGM 

interventions increase TIR by an average of 

 (  CI: ), 

translating to nearly two additional hours per 

day of optimal glycemic control.21 

 

Clinical Metric CGM Intervention Impact Statistical Confidence 

HbA1c Reduction (T2DM)   CI:  to  11 

HbA1c Reduction (T1D)   CI:  to  21 

Increase in Time-in-Range  (114 mins/day)  CI:  to  21 

Reduction in Hypoglycemia Significant Decrease  11 

This continuous feedback loop empowers 

patients to observe the immediate effects of 

dietary choices and physical activity, 

fostering better self-management behaviors 

and reducing the psychological burden of the 

disease.20 
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Clinical Synthesis: Respiratory Health 

and Predictive Analytics in COPD 

Chronic Obstructive Pulmonary Disease 

(COPD) is characterized by acute 

exacerbations (AECOPD) that accelerate the 

decline of lung function and are the primary 

driver of the disease's  billion annual 

economic burden.23 Sensor-based monitoring 

in COPD focuses on the early detection of 

these flare-ups through the analysis of 

respiratory rate, oxygen saturation, and 

activity levels. 

Predictive Performance of AI Models 

Machine learning algorithms applied to 

multi-modal sensor data have demonstrated 

exceptional predictive power. A prospective 

study achieved  accuracy,  

sensitivity, and  specificity in 

predicting AECOPD within a 7-day 

window.12 This was achieved by integrating 

lifestyle data from wearables (e.g., Fitbit) 

with environmental air quality data.24 

A separate systematic review of AI models 

for COPD readmission and exacerbation 

prediction reported a pooled Area Under the 

Curve (AUC) of  (  CI: 

).23 Advanced models, such as 

Bayesian Additive Regression Trees (BART) 

and Gradient Boosting Machines, have 

shown even higher accuracy, with some 

reaching AUCs of .23 These models 

identify subtle physiological changes, such as 

increased nocturnal coughing or reduced 

daily step counts, that often precede clinical 

deterioration by several days.12 

The Role of Cough Monitoring 

Objective cough monitoring has emerged as 

a specific and highly relevant sensing 

modality for COPD. An alert system based 

on unobtrusive night-time cough tracking 

reached a sensitivity of  for detecting 

AECOPD.26 Because coughing is a direct 

symptom of respiratory irritation, its 

continuous measurement provides a more 

specific indicator of flare-ups than generic 

vital signs, although it is most effective when 

stratified to patients who are "cough-

responders".26 

Neurological and Mobility Monitoring: 

Parkinson’s and Fall Prevention 

The management of neurological disorders, 

particularly Parkinson’s Disease (PD), 

requires precise tracking of motor 

fluctuations to optimize medication timing. 

Traditional clinical assessments (e.g., the 

UPDRS scale) are often confounded by the 

"white-coat effect" or the patient's subjective 

memory of symptoms. 

Objective Assessment of Motor Symptoms 

Wearable IMU sensors provide a continuous 

and objective record of tremors, 

bradykinesia, and gait variability. These 

devices can detect PD-related gait changes 

with a high degree of accuracy (AUROC up 

to  in some populations).4 In clinical 

practice, this data allows neurologists to 

differentiate between "on" periods (when 

medication is working) and "off" periods 

(when symptoms return), leading to more 

personalized levodopa dosing strategies.4 

Frailty and Fall Risk Prediction 

Beyond PD, sensors are vital for frailty 

assessment in the elderly. Automated "Timed 
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Up and Go" (TUG) tests and continuous gait 

monitoring using wrist-worn or waist-worn 

sensors have shown high predictive accuracy 

for fall risk.4 By identifying subtle declines in 

gait speed and balance, healthcare providers 

can implement preemptive interventions, 

such as physical therapy or home 

modifications, potentially averting the 

catastrophic consequences of hip fractures or 

head injuries in older adults.4 

The Internal Frontier: Ingestible 

Diagnostic and Adherence Systems 

The development of ingestible electronic 

devices represents a shift from "on-body" to 

"in-body" sensing. These devices, which are 

designed to be swallowed and passed through 

the digestive tract, provide access to 

physiological data that was previously only 

obtainable through invasive procedures.8 

Gastrointestinal Monitoring 

Ingestible sensors are now utilized in over 

 of gastrointestinal diagnostic 

procedures in sophisticated health systems.7 

These "smart pills" measure internal 

temperature, pH levels, and pressure 

gradients every  seconds.7 For conditions 

like Crohn's disease or ulcerative colitis, 

these sensors provide a non-invasive way to 

monitor inflammation and gut motility, 

allowing for real-time assessment of 

treatment efficacy without the need for 

frequent endoscopy.8 

Definitive Adherence Tracking 

Medication non-adherence is a major 

challenge in chronic disease management, 

particularly for conditions requiring long-

term, high-stakes therapy. Ingestible 

adherence sensors, such as those developed 

by Proteus Digital Health, utilize an 

embedded sensor in a pill that communicates 

with a wearable patch upon reaching the 

stomach.8 This system provides a digital 

confirmation of ingestion within minutes, 

which is particularly valuable for 

immunosuppressant regimens in transplant 

patients or anti-retroviral therapy in HIV 

management.8 

Economic Evaluation: Cost-Effectiveness 

and Resource Optimization 

The transition to sensor-based care is often 

scrutinized for its high initial costs. However, 

comprehensive economic evaluations 

suggest that the long-term savings—driven 

by the avoidance of acute events and 

hospitalizations—provide a strong value 

proposition for healthcare payers. 

Incremental Cost-Effectiveness Ratios 

(ICER) 

Research from the ICT-CM trials in South 

Korea indicates that tailored management 

using smartphone apps and sensors for 

hypertension and diabetes is cost-effective.32 

The base-case analysis yielded an ICER of 

 per QALY gained.32 This is well 

below the common cost-effectiveness 

thresholds (e.g.,  or  million 

KRW), suggesting that the clinical benefits 

are achieved at a reasonable cost to the 

system.32 
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Intervention 

Group 

Cost (Lifetime) Effectiveness 

(QALYs) 

ICER (per QALY) 

Usual Care (UC)   -- 

Sensor-Based TM    32 

Diabetes Subgroup -- --  32 

Hypertension 

Subgroup 

-- --  32 

The cost-benefit analysis of specific devices, 

such as the STAT-ON™ sensor for 

Parkinson's, estimates potential direct 

healthcare savings of up to  million 

in Germany and  million in Sweden.33 

These savings are primarily driven by the 

reduction in institutional care costs through 

optimized symptom management.27 

Security, Privacy, and Regulatory 

Compliance 

The continuous collection of highly sensitive 

physiological data creates substantial 

cybersecurity risks. Unauthorized access to 

biometric data can lead to identity theft, 

insurance discrimination, or the manipulation 

of life-critical medical devices.34 

Encryption and Authentication Standards 

As of 2024-2025, regulatory bodies have 

tightened standards for data protection. 

Encryption at rest using AES-256 is now a 

mandatory requirement for databases storing 

patient information.36 For data in transit, the 

use of TLS 1.2 or higher is required, with 

TLS 1.3 becoming the preferred standard for 

new implementations.36 Furthermore, the 

FDA has introduced requirements for 

Software Bill of Materials (SBOM) to help 

manufacturers track and mitigate 

vulnerabilities in the software supply chain of 

medical devices.37 

The Role of Blockchain and 

Interoperability 

Blockchain technology is being explored as a 

decentralized mechanism for ensuring data 

integrity and patient-controlled access.39 By 

providing an immutable ledger of all data 

exchanges, blockchain can improve trust 

between patients and providers. However, 

achieving true interoperability remains a 

challenge, as fragmented EHR systems and 

non-standard data formats continue to 

impede the seamless integration of sensor 

data into clinical workflows.3 

Ethical Challenges: Algorithmic Bias and 

the Digital Divide 
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The integration of Artificial Intelligence (AI) 

into chronic care introduces complex ethical 

imperatives. One of the most critical issues is 

algorithmic bias, where models trained on 

non-representative datasets yield inaccurate 

results for marginalized groups.34 

Equity in Sensing and Analysis 

Biases can manifest in the physical sensing 

hardware itself. For example, pulse oximeters 

and certain optical heart rate sensors have 

demonstrated reduced accuracy in 

individuals with darker skin tones.34 If AI 

models for COPD or heart failure are built 

upon this biased raw data, they risk under-

detecting deterioration in ethnic minority 

populations. Continuous equity audits and 

the use of diverse, inclusive training datasets 

are essential for responsible AI 

deployment.34 

The Digital Divide in Chronic Care 

The "digital divide" poses a risk of 

exacerbating existing health disparities. 

Patients with limited digital literacy or those 

living in areas with poor internet connectivity 

may be excluded from the benefits of sensor-

based monitoring.35 Research has identified a 

significant gap in evidence regarding the 

effectiveness of RPM in rural versus urban 

populations, with very few clinical trials 

reporting on geographic subgroups.17 To 

ensure equitable access, healthcare 

organizations must implement programs to 

improve digital literacy and provide low-cost 

hardware solutions for underserved 

communities.35 

2026 Horizon: The Future of Personalized 

and Proactive Medicine 

The medical technology landscape of 2026 is 

defined by the full integration of AI and 

multimodal sensing into the daily lives of 

patients. We are moving away from 

standalone devices toward comprehensive 

"Hospital-at-Home" ecosystems. 

AI-Enhanced Personalized Diagnostics 

The current trend toward personalized 

medicine is accelerated by AI tools that can 

synthesize genomic data, imaging, and 

longitudinal sensor trends. New devices like 

the Withings Body Scan 2 allow for home-

based monitoring of cardiovascular, 

metabolic, and even nerve health through 

weight distribution and vascular age 

analysis.9 These tools translate raw biometric 

data into actionable insights, making early 

detection more accessible to the average 

consumer.9 

The "Hospital-at-Home" Revolution 

The decentralization of care is enabling the 

management of increasingly complex 

conditions in the home setting. This includes 

the use of virtual reality platforms for 

medical direction and the deployment of 

"lower-level" clinicians to the home, 

supported by remote advanced 

practitioners.41 Technological catalysts such 

as Pulsed Field Ablation (PFA) for cardiac 

arrhythmias are turning formerly complex 

procedures into predictable, scalable 

interventions that can be managed with high 

efficiency.41 

Conclusion: Synthesizing a Resilient Care 

Framework 

The rise of sensor-based monitoring 

represents a fundamental shift in the ontology 

of healthcare—from the episodic treatment of 

illness to the continuous management of 
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health. The evidence consolidated from 

clinical trials and meta-analyses provides a 

clear mandate for the integration of these 

technologies into standard care pathways for 

chronic diseases. In heart failure, the  

mortality reduction and  decrease in 

hospitalizations establish RPM as a life-

saving intervention.6 In diabetes, the 

significant reductions in HbA1c and 

increases in Time-in-Range demonstrate the 

power of continuous feedback in altering 

metabolic trajectories.11 

However, the transition to this data-driven 

future is not without significant hurdles. The 

clinical community must address the "black 

box" nature of AI algorithms to build 

provider trust, ensure rigorous data security 

to protect patient autonomy, and actively 

work to bridge the digital divide to prevent 

new forms of healthcare inequality.34 The 

path forward requires a synergistic 

relationship between human expertise and 

artificial intelligence, where sensors extend 

the reach of clinicians and empower patients 

to take an active, informed role in their own 

health management. By fostering an 

ecosystem of interoperable, ethical, and cost-

effective technologies, we can move toward 

a healthcare system that is not only more 

efficient but profoundly more patient-

centered and resilient. 
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